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Resumo

A fuga de informagao é um problema acidental? A
necessidade de protecdo da informagao nas orga-
nizagdes estd presente na mente de qualquer pro-
fissional de seguranca. Acontecimentos recentes
(WikiLeaks, fugas de dados pessoais de clientes,
etc.) mostram-nos que a informagdo confidencial
ndo estd segura na sua forma tradicional, e o acesso
a informagdo ndo é, de todo, controlado.

As ferramentas de seguranga mais usadas atual-
mente sdo sobretudo centradas na rede e/ou no
computador, protegendo a informagio de ataques
externos (hacks, virus, cavalos de Tréia), mas nao
protegem as organizagdes contra fugas de informa-
¢do. As técnicas mais promissoras para controlar as
fugas de informacdo sdo o ERM (Enterprise Rights
Management) e o DLP (Data Loss Prevention).

Os inconvenientes das solugdes de ERM (depen-
déncia do utilizador, falta de classificagdo automa-
tica e a complexidade de administragdo) sdo col-
matados com os pontos fortes dos produtos DLP,
resultando numa abordagem inovadora no campo
da seguranca da informagao.

Ha solugdes que combinam o ERM e o DLP, base-
adas no conceito de seguranca multinivel que efe-
tivamente protege as organizagdes contra fugas de
informacdo, mantendo o controlo sobre os dados
corporativos e monitorizando as a¢es dos utiliza-
dores sobre a informagao produzida.

Abstract
How to Keep a Secret... Secret

Is information leakage an accidental problem? The need
for information protection within organisations, is
present in the mind of every security professional. Re-
cent history (WikiLeaks, information leakage of personal
client data, etc.) teaches us that confidential information
is not secure in its traditional form and access to infor-
mation is not controlled at all.

Common security tools in place are typically network
andfor computer centric, protecting information from
external attacks (hacking, virus, trojans, etc.) but fail
to secure companies against information leakage. The
most promising techniques for controlling information
leakage are ERM (Enterprise Rights Management) and
DLP (Data Loss Prevention).

The drawbacks of the ERM solutions (user dependency,
lack of automatic classification and administration com-
plexity) and the strengths of DLP products combined,
would reap the benefits of ERM and DLP, resulting in
an innovative approach within the information security
Sfield.

There are solutions that combine ERM and DLP solu-
tion, based on the Multilevel security concept that ef-
fectively protects your organization against information
leakage, while maintaining control over corporate data.
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