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Resumo
Protecdo de Infraestruturas Criticas
de Informagao

O recurso aos sistemas de informacgdo na gestao e
operagao de infraestruturas criticas cresceu expo-
nencialmente em todo mundo, sendo que atual-
mente ndo existem infraestruturas criticas que nao
dependam fortemente de software, computadores
e redes informaticas.

Nenhuma tecnologia é perfeita e lidar com erros
de sistemas faz parte das responsabilidades da-
queles que fornecem e operam esta tecnologia. A
ubiquidade das redes globais como a internet criou
um desafio adicional: tentativas, por vezes bem-
sucedidas, de aceder a estas tecnologias por par-
te de terceiros com a inten¢ao de interromperem
estas operacdes ao abrigo de justificacdes que vao
desde o simples desafio individual, ao ativismo e,
potencialmente, a operacdes de natureza militar ou
terrorista.

Os desafios associados a protecdo de infraestru-
turas de informagédo critica da qual a sociedade
depende para funcionar, sdo variadas e complexas
e tém de lidar com componentes passiveis de gera-
rem erros: pessoas, processos e tecnologia.

Este artigo fornece uma visao sobre estes desafios e
aponta sugestdes e referéncias quanto as melhores
préticas.

Abstract

The use of information systems in the management
and operation of critical infrastructures has grown ex-
plosively around the world and, today, there are such
infrastructures that do not have a strong dependency on
software, computers and networks.

No technology is perfect and dealing with malfunctions
is part of the responsibilities of all those who supply
and operate such technology. The ubiquity of global ne-
tworks such as the Internet has created an additional
challenge: attempts, often successful, to access such te-
chnologies by external parties intent in disrupting their
operations for any of a number of reasons, ranging from
“because I can” to activism and, potentially, military
and/or terrorist.

The challenges of protecting the critical information
infrastructures, on which society depends to function,
are many and complex as they have to deal with three
imperfect components: people, processes and technology.
This article provides an overview of these challenges and
includes pointers and references to established standar-
ds and good practices.
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