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Resumo

A inseguranca informadtica tem estado principal-
mente associada a ataques a computadores pesso-
ais, ao furto de cartdes de crédito ou aos ataques
de negagdo de servigo aos sitios de internet de
organizacdes de alta visibilidade. No entanto com
a recente proliferacdo de ataques informdticos de
elevada complexidade e eficdcia, tem crescido en-
tre os operadores de transportes ptiblicos a neces-
sidade de aumentar a resiliéncia da sua infraestru-
tura informadtica contra este tipo de ataques.

Nao obstante ja existir um conjunto consideravel de
ferramentas construidas com o objetivo de prevenir
e detetar ataques informaticos, estas néo estao devi-
damente adaptadas as necessidades especificas de
protegao de infraestruturas criticas. A nossa propos-
ta consiste numa ferramenta de dete¢do de intru-
sOes especialmente construida para ambientes com
um elevado nivel de automagdo e cujos processos
podem ser facilmente descritos. O sistema desen-
volvido pode ser uma forma especialmente eficaz
de detetar ataques nas infraestruturas de transpor-
tes ptblicos e, por extensdo, ser utilizada na prote-
¢do de infraestruturas criticas em geral.

Abstract
Cyber-(in)security in Public Transportation In-
frastructure

Cyber-(in)security has been mainly associated with
attacks to personal computers, credit card theft or de-
nial-of-service attacks to high-visibility organization’s
websites. However, with the recent proliferation of cy-
ber-attacks aimed at critical infrastructures, have been
growing among public transport operators the need to
increase the resilience of their technological infrastruc-
ture against this type of attacks.

Despite the significant amount of tools developed in or-
der to prevent and detect cyber-attacks, these tools were
not adequately adapted to the specific needs of critical
infrastructure protection. Our proposal consists of an
intrusion detection tool specifically developed to be used
in environments with a considerable level of automa-
tion, whose processes may be easily described. These
processes may be an especially effective way to detect
attacks not only in public transport infrastructures but
also in critical infrastructures in general, thus increas-
ing their protection.
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