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Resumo
A Guerra de Atri¢ao no Ciberespago ou “Cibera-

a

taques”, “Ciberguerra” e “Ciberterrorismo”

Nos dltimos anos tornou-se ébvio que o mundo
virtual das bases de dados e do software — popu-
larmente denominado como ciberespago — tem um
lado negro. Este lado negro tem varias dimensdes,
nomeadamente perda de produtividade, crime
financeiro, furto de propriedade intelectual, de
identidade, bullying e outros.

Empresas, governos e outras entidades sdo cada
vez mais alvo de ataques de terceiros com o fim
de penetrarem as suas redes de dados e sistemas
de informagdo. Estes vdo desde os adolescentes a
grupos organizados e extremamente competentes,
sendo existem indicacdes de que alguns Estados
tém vindo a desenvolver “cyber armies” com capa-
cidades defensivas e ofensivas.

Legisladores, politicos e diplomatas tém procurado
estabelecer conceitos e defini¢des, mas apesar da
assinatura da Convengdo do Conselho da Europa
sobre Cibercrime em 2001 por vdrios Estados, nao
existiram novos desenvolvimentos desde entao.
Este artigo explora as varias dimensdes deste do-
minio e enfatiza os desafios que se colocam a todos
aqueles que sdo responsdveis pela protecao didria
da informacgdo das respetivas organizagdes contra
ataques de origem e objetivos muitas vezes desco-
nhecidos.

Abstract

Over the last few years it has become obvious that the
virtual world of data and software — commonly referred
to as cyberspace, has a dark side. This dark side has
many sides, notably loss of worker productivity, finan-
cial crime, theft of intellectual property, identity theft,
bullying, and more.

Companies, governments and others are increasingly
being targeted by largely unknown parties attempting,
often successfully, to penetrate their networks and dis-
rupt their information systems and data. These parties
range from the individual teenage hacker to highly com-
petent groups, and it is alleged that a growing number
of countries are developing “cyber armies” with defen-
sive and offensive capabilities.

Legislators, politicians and diplomats struggle with
concepts and definitions (e.g. can malicious software
be treated as a weapon?) and, apart from the Council
of Europe Convention on Cybercrime issued in 2001,
which has been adopted by a small number of countries
there are no other treaties.

This article explores the many dimensions of this do-
main and highlights the challenges faced by practition-
ers charged with protecting their organization’s infor-
mation assets from unknown attackers with unknown
objectives.
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