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Abstract

This article examines the 2024 Security and
Defence Partnership (SDP) between the Euro-
pean Union (EU) and Japan. It argues that the
agreement represents a qualitative transfor-
mation in the bilateral security relationship,
elevating their engagement from a broad
political dialogue to a structured, operational
framework that covers a broad range of tradi-
tional and non-traditional security domains.
Drawing upon policy documents, official sta-
tements, and existing scholarship on EU-Ja-
pan relations, the article reviews the back-
ground of bilateral security engagement. It
analyses the geopolitical, strategic, and nor-

mative drivers behind the Partnership. It
analyses three case studies — maritime secu-
rity, cybersecurity, and hybrid threats, includ-
ing Foreign Information Manipulation and
Interference (FIMI) — to illustrate the ongoing
implementation efforts under the SDP. The
article concludes that while the Partnership is
still emerging and subject to limitations and
constraints, it signifies a significant step in
EU-Japan security cooperation, providing a
model for security arrangements with like-
minded partners.
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Resumo

Oriente encontra Ocidente? A Parceria de
Seguranga e Defesa UE-Japdo num contexto
internacional em transformagdo.

Este artigo analisa a Parceria para a Seguranga e
Defesa (SDP) de 2024 entre a Unido Europeia
(UE) e o Japdo. Argumenta que o acordo repre-
senta uma transformacdo qualitativa nas relagdes
bilaterais de sequranga, elevando-as de um didlogo
politico para um quadro estruturado e operacional
sobre virios dominios de seguranga tradicionais e
ndo tradicionais. Com base em documentos e na
literatura sobre as relagcdes UE-]Japdo, o artigo
analisa a evolugdo da relagdo de seguranca e exa-
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mina os fatores geopoliticos, estratégicos e norma-
tivos subjacentes a Parceria. Sio analisados trés
casos — seguranga maritima, ciberseguranca, e
ameagas hibridas — para ilustrar os esforgos de
implementacdo da SDP. O artigo conclui que,
embora a Parceria esteja numa fase inicial e sujeita
a limitagdes, constitui um passo significativo na
cooperagio de seguranca entre a UE e o Japdo,
proporcionando um modelo para acordos de segu-
ranga com parceiros like-minded.

Palavras-chave: Unido Europeia; Japdo; Parce-
ria para a Seguranga e Defesa; Indo-Pacifico;
Cooperagio de seguranga.
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Introduction

In recent years, the security engagement between the European Union (EU) and
Japan experienced significant developments. Following decades of limited coopera-
tion focused primarily on economic relations and diplomatic exchanges, the two
actors are today expanding their partnership into the security domain, formulating
approaches on both policy and working levels in response to a changing international
environment. A major step in this engagement took place on 1 November 2024, when
the European Union and Japan signed a Security and Defence Partnership (SDP), a
comprehensive agreement for strengthening cooperation across a broad range of
related areas (EEAS, 2024c). While the implementation of the SDP is still largely at the
policy level and its accomplishments remain limited, the Partnership offers today
concrete cooperation frameworks with tangible operational potential, marking a
significant leap from previous bilateral security arrangements (Heng, 2025).

The EU-Japan security dialogue was traditionally characterized by a “capabili-
ty-expectations gap” between the relationship’s potential and what it actually
delivered (Tsuruoka, 2008; Jingkai and Paul, 2025). For decades, economic inter-
ests primarily drove Europe’s interactions in the Asia-Pacific, whereas Japan
viewed the EU as a secondary actor in the region with a limited, non-military
security role. Cooperation initiatives reflected mutual lack of interest, and many
attempts at a stronger bilateral security engagement were often broad and unre-
markable (Berkofsky, 2018, 2012). With the SDP, however, the EU and Japan
adopted a new policy and discursive posture, highlighting the convergence of
threat perceptions and geopolitical interests. The two sides declared that the
security of Europe and the Indo-Pacific is interlinked and pledged to uphold and
strengthen the free and open international order. They also committed to cooper-
ate in several concrete security and defence areas, including non-traditional
domains such as cybersecurity and hybrid threats.

This paper argues that through the 2024 Security and Defence Partnership, the
security dialogue between the EU and Japan evolved from a broad political part-
nership into a more practical, substantive security relationship. It claims that while
the SDP still consists largely of a policy coordination structure, it represents a
transformative step towards practical cooperation by creating an institutionalized,
security-oriented dialogue and by establishing functional cooperation frameworks,
some of them close to “hard” security topics. The paper finds that although the SDP
offers a promising platform for EU-Japan security and defence relations, the future
of the partnership will depend on factors such as each side’s strategic priorities,
geopolitical developments, and capabilities.

The article begins by reviewing how the EU-Japan security dialogue evolved,
revisiting the creation of the SDP and analysing the main drivers behind today’s
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cooperation. It then looks at three cooperation tracks — maritime security, cyberse-
curity, and hybrid threats including FIMI - as case studies of EU-Japan cooperation
under the Partnership. The paper also assesses the limits and constraints of the
SDP and concludes by reflecting on the significance of the Partnership amidst the
growing centrality of the Indo-Pacific.

Evolution of the EU-Japan security dialogue

The history of EU-Japan security relations was a decades-long process of conver-
gence, influenced by a combination of world events, internal and external politics,
and geopolitical transformations, that eventually produced today’s alignment in
security and defence. Bilateral relations between European institutions and Japan
started in 1959 when the Japanese prime minister travelled to Brussels and
appointed Japan’s ambassador to Belgium and to the three European Communities
(EC) (de Prado 2017, p. 435). Official diplomatic ties were established in 1974 with
the opening of the EC delegation in Tokyo. Between the 1960s and 1970s, relations
were primarily driven by economic interests and characterized by trade frictions.
Dialogue on security was limited and took place in the form of broad political
consultations, sometimes within a trilateral framework with the United States
(Mykal, 2012, 2.3).

The end of the Cold War brought a new geopolitical reality and changes to the
security ties between the EC (later EU) and Japan. On 18 July 1991, the two sides
signed The Hague Declaration, a treaty that emphasized “common values and
shared interests” and the institutionalization of regular political exchanges (MOFA,
1991). Through this document, Brussels and Tokyo agreed to expand their cooper-
ation beyond trade and into peace and security, human rights, and non-traditional
security areas, among other areas, reflecting their aspiration to become global
actors in the post-Cold War era. Notable examples of this agenda included Brussels’
non-proliferation involvement regarding North Korea’s nuclear and missile pro-
grams (Howard, 1997; Wagner, 2001) and Japan's cooperation with the EU on sta-
bility, disarmament, and post-conflict reconstruction in the Western Balkans and in
post-Soviet countries (Berkofsky, 2007, p. 11). Nevertheless, security was neither a
distinctive nor a fully developed feature of the relationship.

On 8 December 2001, Japan and the EU adopted the Joint Action Plan for EU-Japan
Cooperation, titled “Shaping Our Common Future”. Aimed at addressing the lack
of progress following The Hague Declaration, the agreement sought to “tap the
unrealized potential for cooperation” based on a four-pillar framework: peace and
security, economic and trade partnership, global and societal changes, and bringing
together people and cultures (Watanabe, 2013, 5; MOFA, 2001). The Action Plan

Nacgao e Defesa 78



East meets West? The EU-Japan Security and Defence Partnership
in a changing international environment

proposed engagement on post-9/11 security topics such as terrorism and violent
extremism, listing 100 actions of possible collaboration. Once again, Japan and the
EU were unable to extend their cooperation beyond initial outlines — the exception
being naval cooperation in the Gulf of Aden — and both sides failed to initiate a
common security agenda. Engagement became mostly symbolic, and the momen-
tum for security cooperation faded into a state of “benign neglect”, with few tangi-
ble results (Nishida, 2024, p. 4).

The security partnership made slow but ultimately meaningful progress in the
2010s. Japan wanted to elevate relationships across Europe, with Prime Minister
Shinzo Abe looking to raise awareness on East Asian security, especially in matters
concerning China and the East China Sea disputes. Tokyo viewed Europe as a
“norm-setting” power, but the EU was reluctant to be outspoken against China
and remained largely indifferent to Asian security (Carteny and Di Stefano, 2023,
p- 417). The Russian annexation of Crimea allowed Tokyo to assert that the security
of Asia and Europe is common and interlinked, arguing that Russia’s unilateral
actions set a dangerous precedent for the East Asian context (Nishida, 2024, p. 5),
an argument that would be repeated years later.

After years of intermittent exchanges and a total of 13 negotiation rounds since
2012, in April 2018 Japan and the EU reached another understanding through the
Strategic Partnership Agreement (SPA), a binding document aimed at relaunching
strategic cooperation across several areas, including security (D’Ambrogio, 2019,
pp. 4-5). The SPA was signed and adopted on 17 July 2018 (EEAS, 2019) and was
the first-ever framework of its kind between the EU and Japan.! Scholars and poli-
cymakers viewed it with optimism, hoping it would provide the “long-awaited
breakthrough of EU-Japan political and security cooperation in the years ahead”
(Berkofsky, 2018). The SPA projected political and sectoral cooperation in 40 areas.
It also emphasized shared norms and values in an increasingly hostile external
environment, reflecting contextual changes such as the rise of China and Beijing’s
assertive behaviour, Russian hybrid threats, and President Trump’s “America First”
policy (Kirchner and Dorussen, 2021, p. 3). However, the SPA was once again
mostly cooperative and declaratory, encouraging broad consultations but not cre-
ating a specialized defence track. Its scope was too vast and limited the potential
for focused security and defence outcomes. Moreover, even though the Agreement
was an improvement from previous iterations, questions remained about how to
actually achieve its implementation (Berkofsky, 2020; Legrand, 2018). An important
leap would be taken in 2024 with the creation of the SDP, a document specifically
dedicated to security and defence.

1 The SPA was adopted in parallel with a similar agreement focused on economy, the EU-Japan
Economic Partnership Agreement (EPA).
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The 2024 EU-Japan Security and Defence Partnership

On 1 November 2024, the EU and Japan announced in Tokyo the inauguration of
the SDP, amidst a context characterized by grave security and geopolitical transfor-
mations. It was the first partnership of its kind between the EU and an Indo-Pacific
country. EU foreign policy chief Josep Borrell declared that Japan was the EU’s
closest partner in the Indo-Pacific and that the new agreement opened a new chap-
ter in bilateral relations — one that “was not about trade or economics [...] but about
security and defence” (EEAS, 2024b). The Partnership came after the ratification of
the SPA by EU Member States earlier that year,” and moved EU-Japan security ties
from a broad political alignment to a structured cooperation framework with con-
crete security and defence work streams. It also established regular mechanisms for
consultation and coordination. In addition, the SDP assumed a bolder discursive
posture, with references to both normative and strategic rationales. The document
explicitly mentioned the defence of the rules-based international order, the growing
interconnectedness of European and Indo-Pacific security, and the need to respond
jointly to emerging threats, including cyberattacks, hybrid coercion, economic
security risks, and challenges posed by “unilateral attempts to change the status quo
by force” (EEAS, 2024c) — a euphemism fit for countries like China and Russia.

A common security agenda build-up

The SDP reflected the EU and Japan’s increasingly pragmatic understanding of the
world. Over the last decade, official security and defence documents by both actors
evolved from broad, idealistic statements into a progressively realistic and prag-
matic understanding of international security problem, that called for closer strate-
gic cooperation, greater military preparedness, and a more active role in addressing
emerging security challenges.

In the case of the EU, progress towards pragmatism can be seen from the 2016
Global Strategy, launched to replace the outdated European Security Strategy from
2003. The Global Strategy was criticized from the outset for its lack of concrete goals
(Bargués, 2022, p. 2). However, it sought to improve defence and security by pro-
moting strategic autonomy, resilience, multilateralism, and more robust responses
to crises and threats. It also identified Asian security tensions as a direct concern for
Europe. In 2021, the EU Indo-Pacific (IP) Strategy, which barely discussed hard
security matters in the region and the ways the EU could contribute to addressing
them (Samaan, 2024), signalled Asia’s growing relevance in Brussels’ political and
strategic calculus. More recently, in the wake of Russia’s invasion of Ukraine, the

2 The SPA had been provisionally applied since 2019.
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EU adopted the Strategic Compass (2022), a more pragmatic framework focused on
threat analysis, rapid deployment, and resilience. The document acknowledged
the relevance of the Indo-Pacific and identified Japan as a preferential partner in
the region (European Council, 2022; Benaglia and Crosson, 2022). Meanwhile, the
EU Member States France, Germany, and the Netherlands adopted their own
Indo-Pacific strategies, confirming on their national levels the strategic importance
of engaging closer with Asia and its geopolitics (Samaan, 2024).

As for Japan, official security and defence policy took a sharper turn in recent years.
For decades, Japan maintained an exclusively defence-oriented posture, in line
with the country’s constitutional pacifism, particularly through Article 9, under
which Tokyo renounced war as a sovereign right and banned maintaining a war
potential. External security was solely guaranteed by the U.S.—Japan Security Alli-
ance. An initial change came with the 2013 National Security Strategy (NSS), which
prescribed a more integrated, comprehensive, and proactive approach to regional
and global security challenges. Then, in 2016, Prime Minister Shinzo Abe unveiled
the “Free and Open Indo-Pacific” (FOIP) concept, which sought to advance stabil-
ity, connectivity, and the rule of law across the Indo-Pacific region. It reflected a
more outward-looking strategic discourse that progressively identified the EU as a
like-minded partner. In 2022, Japan’s National Security Strategy and National
Defense Strategy adopted a more operational and urgent discourse, portraying the
country’s security environment as increasingly severe whilst confirming European
countries as like-minded partners (MOFA, 2022; MOD, 2022). At the same time,
security legislation was reinterpreted to allow the limited use of collective self-de-
fence, defence expenditure was increased, military export restrictions have been
relaxed, and recent debates about constitutional revision — particularly the amend-
ment of Article 9 — suggest that Tokyo is willing to become a more active and out-
going security and defence actor (Bosack, 2026).

Drivers of cooperation

The adoption of the SDP was the culmination of a long historical and institutional
process between the EU and Japan. However, their security and defence engage-
ment was also accelerated by a set of contextual factors that made closer cooperation
necessary. As shown by the two actors’ strategic documents, a build-up of shared
threat perceptions and strategic priorities progressively took place in their strategic
calculus and pointed them closer towards cooperation. This reality helped Tokyo
and Brussels to overcome longstanding hesitations about bilateral security engage-
ment and search together for effective solutions to mutual security challenges. Such
drivers of cooperation can be divided into three main categories: (i) geopolitical
shifts; (ii) convergent security threats; and (iii) shared norms and values.
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Geopolitical shifts. Today, the EU and Japan are navigating a complex reality (Tom-
kin, 2025; Pejsova, 2024). The global geopolitical landscape is shifting towards the
Indo-Pacific, where economic, technological, and military power are becoming
increasingly concentrated. The rise of multipolarity, persistent regional conflicts and
tensions, and the erosion of the postwar international is fuelling declining confi-
dence in established multilateral institutions. This trend coincides with the rise of
revisionist powers, particularly China and Russia, but also the unpredictable behav-
ior of the United States, a longstanding European and Japanese ally. The PRC’s
military build-up, political assertiveness, growing economic influence, and domi-
nance in several critical technologies pose significant challenges to regional and
global stability. The U.S., in turn, adopted under President Trump’s second mandate
a more volatile and transactional approach to trade, alliances, and international
commitments, prompting allies and partners to reassess established assumptions
about Washington's reliability on a scale that is unprecedented. American unilateral
military interventions also aggravated geopolitical uncertainties and initiated peril-
ous notions about unilateral military action. Together, these factors helped change
Tokyo’s and Brussels’ strategic calculus, incentivizing them to diversify their secu-
rity partnerships and to further explore bilateral cooperation.

Convergent security threats. For many decades, the strategic contexts of Europe
and Japan were seldom shared, and their perceived top security priorities did not
coincide. However, the last few years changed that assumption. Russia’s full-scale
invasion of Ukraine in February 2022, a turning point in European security, created
a precedent for illegal aggression in other parts of the world. The aggression was
viewed in Tokyo with apprehension, with Prime Minister Kishida stating that
“Ukraine today may be East Asia tomorrow” (AFP, 2022). China’s “no-limits”
partnership with Russia, in turn, provided Moscow with a much-needed lifeline,
revealing a Moscow-Beijing strategic alignment while adding a global dimension
to the conflict (Yeh, 2026). Similarly, North Korea’s involvement in Ukraine showed
that an Asian actor can directly participate in a European war (Hird et al., 2024).
Pyongyang’s nuclear and missile programs — a longstanding concern for Japan —
remain unchecked and are possibly bolstered by Moscow, potentially leading to
proliferation risks in other parts of the world, including the Middle East, with
implications for Europe (Crawford et al., 2026).

China also became a central theme in the EU-Japan security agenda. Beijing’s asser-
tiveness in the East China Sea, territorial disputes, and claims over Taiwan are a
central concern for Japan, but they have also become relevant for Europe. China’s
military build-up challenges U.S. strategic superiority, especially in East Asia, putting
into question U.S. political and defence commitments at a time they are no longer
taken for granted. When it comes to Taiwan, an incident in the Strait could involve
Japan militarily and provoke disruptions to global trade and critical supply chains,
generating security and economic repercussions for Europe (Maremonti, 2026).
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In that perspective, China has also become a challenge in terms of economic security,
since Europe and Japan are exposed to Beijing’s coercive trade practices, dependen-
ciesin critical supply chains, and superiority in many advanced technologies. Chinese
leverage over rare earths, semiconductors, and key industrial components is increas-
ingly weaponised against liberal societies, turning trade diversification, resilience,
and autonomy into a shared priority for the EU and Japan (Ng, 2026).

An additional domain in the EU-Japan’s security agenda is hybrid threats. In addi-
tion to economic coercion, Brussels and Tokyo look at cyberattacks, FIMI, espionage,
foreign malign influence and interference, and threats to critical infrastructure and
technologies as threats that undermine national (and regional) security and attack
the integrity of democratic societies and institutions. States like Russia and China
are perceived as actors employing hybrid methods in persistent and coordinated
manners, exploiting vulnerabilities in open and free societies to advance strategic
objectives below the threshold of armed conflict. Such threats have been visible
both in Japan and in the EU, for example, in the form of disinformation campaigns,
interference with democratic processes, and contamination of internal politics, as
well as cyber intrusions targeting public institutions, strategic communications
systems, or research networks (EEAS, 2026a; Lee, 2026; Yomiuri, 2025).

Shared norms and values. Despite the growing fragmentation of the liberal world
order and the rise of revisionism, the EU and Japan continue to stress their norma-
tive role as “one of the basics of their influence and legitimacy on the global scene”
(Niquet, 2021, 1). Instead of abandoning the values and institutions of the rules-
based international governance, Tokyo and Brussels maintain a firm discursive
approach to rationales such as the rule of law, fundamental freedoms, democracy,
and human rights, reaffirming their commitments as like-minded partners to
address common challenges. Such a posture stands in contrast with other interna-
tional players and creates a situation in which Japan and the EU have to double
down on their normative efforts in order to “preserve the very framework that
ensures their long-term interests” (Pohlkamp, 2025). Maintaining the liberal demo-
cratic order has therefore become a crucial raison d’étre for EU-Japan security
engagement, with the SDP emerging as an important instrument to that objective
(Atanassova-Cornelis and Pejsova, 2026).

2024 EU-Japan SDP - Features, Components, and Areas of Cooperation

The 2024 EU-Japan SDP was the first partnership of its kind concluded between the
EU and an Indo-Pacific country. Instead of merely reaffirming broad commitments
as in the past, the document highlighted a joint strategic vision and created a frame-
work for sustained cooperation across a range of both traditional and emerging
security domains. It went beyond previous engagements by focusing specifically
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on security and defence, defining concrete fields of cooperation, and establishing
structured channels for dialogue and consultation.

The SDP begins by acknowledging “Europe and the Indo-Pacific are highly intercon-
nected and interdependent”, and that the two actors face an “increasingly challenging
and interlinked security environment.” It reaffirms the EU and Japan’s shared com-
mitment to the rules-based international order, emphasizing the centrality of interna-
tional law, the United Nations Charter, and the promotion of values such as the rule
of law, human rights, territorial integrity, and fundamental freedoms. The document
also states that relevant security domains are “no longer limited to traditional military
and defence-related topics” and include non-traditional domains. Drawing upon
their respective strategic documents, Tokyo and Brussels affirm their intention to
“seize the momentum” for cooperation and seek to “further develop, deepen and
strengthen” their cooperation on security and defence (EEAS, 2024c, paras 1-4). In
doing so, the SDP establishes a general framework that is geared towards improving
cooperation. It includes the following (EEAS, 2024c, paras 5-9):

— Setting up dialogue mechanisms to provide steering and oversight, with an
emphasis on using existing high-level meetings and upgrading informal
consultations to structured dialogue summits.

— Enhancing engagement on matters related to economic security and economic
resilience under the international rules-based system.

— Exploring options for a joint Agreement on the Security of Information.

— Further developing cooperation on security and defence, including through
expanding capacity building and support to partner countries.

— Cooperating in multilateral fora and engaging with like-minded partners.

Finally, the SDP proposes eleven areas of cooperation ranging from traditional
security topics to emerging and unconventional threats. It combines political dia-
logue, operational cooperation, capacity-building, and closer coordination on
regional and international issues. The proposed topics include maritime security,
cyber and hybrid threats, space security, non-proliferation and disarmament, eco-
nomic security, crisis management, and conflict prevention, among others (EEAS,
2024c, paras 10-32). While some of these tracks have not yet been developed from
the policy level, some domains are already being pursued practically, albeit to dif-
ferent degrees. To illustrate the convergence of security agendas and the operation-
alization efforts of the 2024 SDP, three case studies are particularly relevant:
maritime security, cyber issues, hybrid threats including FIML

Maritime Security

The first area of cooperation mentioned in the SDP is maritime security. According
to the Agreement, the EU and Japan decided to deepen exchanges in this domain,
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“aiming at promoting an open and rules-based maritime regional security architec-
ture”, with an emphasis on maintaining “secure sea lines of communication [SLOC]
and freedoms of navigation and overflights, in accordance with international law”
(EEAS, 2024c, para. 11). To that end, the two parties agree to enhance their engage-
ment through “promoting concrete naval cooperation”, conducting activities such
as joint exercises and port calls, and “exploring cooperation in the framework of the
EU’s Coordinated Maritime Presences (CMP)”? and with capacity building of third
countries (EEAS, 2024c, para. 12).

Maritime security is the most “hard security” area covered in the SDP and a field
in which the EU and Japan have collaborated for many years. Bilateral cooperation
dates back to 2014, when the Japanese Self-Defence Forces (SDF) and the European
Union Naval Force (EUNAVFOR - Operation Atalanta) conducted their first joint
exercise in the Gulf of Aden. Since then, there have been more than 20 joint mari-
time exercises between Japan and the EU, with regular operational contacts and
joint ports of call. An Administrative Agreement between EUNAVFOR and the SDF
was also signed in 2023 to facilitate communication, coordination, and practical
naval cooperation (EEAS, 2023). Individual Member States have themselves con-
ducted joint activities with Japanese vessels. This contributed to improving mari-
time interoperability and trust between Japan and the EU (Benaglia and Crosson,
2022, pp. 6-7; Pardo and Pejsova, 2024, pp. 21-23).

Historically, most of the EU-Japan maritime security cooperation has taken place in
the Indian Ocean and on anti-piracy and missions to secure SLOC. However, in
recent years, the geographical focus of this cooperation expanded towards the west-
ern Pacific and East Asian waters, with an emphasis on capacity building and free-
dom of navigation under international law. Since 2020, naval forces from European
countries like Germany, the Netherlands, Italy, and France — the latter a resident
Indo-Pacific power — have deployed in the East China Sea, the Taiwan Strait, and
other parts of the western Pacific, individually or jointly with Japan and other
regional partners (Berkofsky, 2025b, 2025a). Concurrently, security initiatives like
CRIMARIO* and ESIWA®, two EU-sponsored programs for security and defence
cooperation in Asia and the Indo-Pacific, have been helpful coordination and capac-
ity-building instruments for EU-Japan maritime cooperation. Their accomplishments
include collaboration with Southeast Asian countries on maritime governance,
information sharing, and training, among others (Expertise France, 2026).
EU-Japan maritime cooperation has continued since the SDP was signed. The two
sides revisit the issue regularly through the now structured dialogue on security and

3 The CMP is a foreign policy tool designed to maximize the operational coherence of Member
States’ assets in critical maritime regions.

4 Critical Maritime Routes Indo-Pacific, launched in 2015.

5 Enhancing Security Cooperation in and with Asia, launched in 2020.
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defence. France, Germany, and the Netherlands occasionally send naval assets to
East Asia; the discursive posture about freedom of navigation in the region remains
strong, and EU-funded programs for maritime security are being renewed (Jark-
ovsky, 2025). Despite the EU’s limited capability in comparison with local actors —
particularly China — maritime engagement with Japan and like-minded countries is
admittedly increasing, providing an important step towards asserting freedom of
navigation and the rules-based international system (Nishida, 2024, pp. 9-10).

Cyber issues

The EU and Japan have been holding regular Cyber Dialogue meetings since 2014.
Under the SDP, the two actors proposed to collaborate further, namely by “enhanc-
ing regular exchanges on the cybersecurity threat landscape, respective approaches,
and practical cooperative efforts” on diplomatic responses to malicious cyber
activities. They also agreed to cooperate on cyber capacity building and to coordi-
nate in international fora in matters of cyber governance (EEAS, 2024c, paras 15-16).
This commitment comes at a time when threats in the cyber landscape are exponen-
tially increasing. Not only are they borderless and used by state and non-state
actors, but they are also aggravated by technological advances such as artificial
intelligence (Al), quantum computing, expanding digital infrastructures and net-
works, and growing dependency on digital platforms (Bell, 2025).

In that context, the EU and Japan, two highly digitalized societies, share common
threats and the incentives to collaborate. For many years, Japan has lagged behind
in cybersecurity awareness despite increasing cyberattacks, particularly from Rus-
sian and Chinese threat actors (Nishimura, 2026). Operations such as Volt Typhoon
and Salt Typhoon, or the Chinese-backed group MirrorFace, successfully targeted
critical sectors in Japan, including telecommunications, major companies, infra-
structure, and key utilities, exposing their vulnerabilities (Tomkin, 2025, pp. 19-20;
REACT 2026). Europe also faces significant challenges in this domain, with a mix
of high-volume, high-impact threats like ransomware, cyberattacks, and cyber
operations from actors associated with Russia and China, as well as non-state
actors, targeting European public administration, transportation, finance, and
critical infrastructure across the EU (ENISA, 2025).

Bilateral engagement on these issues has gained traction in recent years. In 2022, the
two actors launched the “EU-Japan Digital Partnership”, under which they began
collaborating in areas such as digital connectivity, cybersecurity, Al 5G technologies,
quantum computing, and semiconductor supply chain (Pardo and Pejsova, 2024,
p- 16). The 6™ EU-Japan Cyber Dialogue, held in Tokyo in November 2024, expanded
this agenda and gathered senior stakeholders from both sides, giving it a renewed
orientation under the SDP (EEAS, 2024a). The 2026 7" EU-Japan Cyber Dialogue, in
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turn, was built explicitly on the first SDP summit in the previous year to advance
cooperation on the evolving cyber threat landscape and on responses to malicious
cyber activities. Through these efforts, Brussels and Tokyo increased their exchanges
on cyber threat assessments, responses, and best practices, policy and regulatory
developments, as well as crisis management and cyber defence. Information-sharing
on product security, resilience, and protection of critical infrastructures has also
improved. Lastly, the two sides pledged to coordinate positions internationally and
to improve cooperation with international and regional partners within global cyber
governance frameworks (European Commission, 2026).

The Partnership was therefore a turning point for EU-Japan cyber engagement. By
pursuing a cyber issue track through the SDP, the EU and Japan raised their
engagement in the field from a simple policy dialogue to strategic and practical
cooperation. Similarly, this collaboration and its achievements mean that cyber
matters are no longer purely a technical matter for both actors, but instead a major
security issue to both parties, for which cooperation within a strategic framework
is not only necessary but indispensable.

Hybrid threats and FIMI

Another example illustrating EU-Japan cooperation under the SDP pertains to
hybrid threats and FIMI. Through the Agreement, the two sides decided to “deepen
research and study on hybrid threats, including through close cooperation between
academic institutions, think tanks, and centres of excellence on both sides.” The
SDP specifically mentions the Strategic Communications Education and Research
Unit (SCERU) at the University of Tokyo, a project supported by EU-funded ESIWA,
as a platform for enhanced cooperation. There is also an agreement to share “best
practices in developing strategies and policies, including diplomatic responses”, to
participate jointly in exercises, and to proactively exchange information on matters
related to FIMI (EEAS, 2024c, paras 17-19).

In the EU, Russian hybrid activity has increased greatly in recent years, with Euro-
pean countries subject to constant and systematic hostile actions combining cyber-
attacks, disinformation, and drone incursions, among other activities. Moscow’s
invasion of Ukraine increased the scale and complexity of that threat. The EU is also
increasingly targeted by China, through an approach that privileges cyber activi-
ties, economic and technological leveraging, and large-scale influence and interfer-
ence operations (Téthova and Engel, 2026). In Japan, Russian hybrid actions include
cyber activities, FIMI, grey-zone military operations (sometimes in collusion with
China), and espionage (MOD, 2025). However, China is probably Japan’s most
persistent hybrid threat, employing coordinated cyber, FIMI, economic, military,
and influence activities below the threshold of armed conflict (Naito, 2025; Tatsumi
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et al., 2025). Those actions take place alongside East Asian growing tensions and
territorial disputes (MOD, 2025).

In this context, FIMI emerged as a central topic in the EU-Japan security agenda.
Moscow’s activities, more visible in Europe, are particularly sophisticated and
aggressive, looking to undermine support for Ukraine, fragment the cohesion of
opponent countries, polarize societies, and erode societal resilience and democratic
institutions. Russia typically follows a chaotic and disruptive approach intended for
short-term gains, leveraging a vast, state-sponsored ecosystem aided by proxy
agents. Chinese FIMI, on the other hand, has increased considerably in recent years.
Beijing primarily seeks to shape opinions, silence criticism, project a positive image
of the PRC and its system of governance, and promote narratives aligned with
Chinese strategic goals. It also acts more persistently in East Asia (Voo, 2024; Aoi et
al., 2026), relying on a long-term, holistic approach that employs mainstream media
—namely Chinese state outlets — co-opted elites, academia, cyber activities, economic
levers, and self-censorship to gradually convert public and political discourse in its
favour (Girardi et al., 2025, 6-8; EEAS, 2026a). This reality is further complexified by
Russia-China collusions and the growing centrality of the Indo-Pacific.

Following the adoption of the SDP, EU-Japan engagement on hybrid threats and
FIMI advanced considerably, indicating that cooperation on FIMI has become
institutionalized rather than informal and episodic. On 11 June 2025, the two actors
held their first Security and Defence Dialogue, agreeing to cooperate on areas
including hybrid threats and FIMI (MOFA, 2025). Shortly after, at the 30 EU-Japan
Summit (23 July 2025), in Tokyo, they launched a dedicated dialogue on FIMI as a
standalone theme of the security partnership (European Commission, 2025).° Lastly,
on 3 June 2026, the EU and Japan held their first Dialogue on FIMI, gathering senior
officials from the Japanese central government, including security and intelligence
agencies, alongside the EEAS, to discuss approaches to detecting and countering
FIMI and to identify areas of cooperation (MOFA, 2026). Meanwhile, ESIWA-sup-
ported SCERU in Tokyo continues a high-level academic dialogue that enables
much-needed exchanges among professionals and experts in the field.

Limits and Constraints

Despite the progress made towards a deeper EU-Japan security and defence coop-
eration, the partnership remains subject to a number of structural, political, and
operational constraints that may impact its implementation and limit its long-term
strategic significance. They can be categorized into four main types: institutional
limitations, strategic divergences, capabilities, and political uncertainty.

6 At the second Security and Defence Dialogue (17 May 2026), FIMI also featured as one of the
notable discussion topics between the parties (EEAS, 2026b).

Nacao e Defesa 88



East meets West? The EU-Japan Security and Defence Partnership
in a changing international environment

With regard to institutional aspects, an initial limitation comes from the non-bind-
ing, dialogue-based nature of the SDP itself. Unlike NATO and the U.S.-Japan
Security Alliance, the SDP does not stipulate mutual defence commitments nor
enforceable legal obligations in case of conflict. The Partnership also does not
establish permanent military or civilian operational structures, instead offering a
framework for dialogue and cooperation that is voluntary and does not provide the
security guarantees or enabling mechanisms typically associated with formal
defence alliances. This structural ceiling means that EU-Japan cooperation under
the SDP has a limited scope when it comes to operational mandate and measures,
and that its implementation depends on sustained political commitment and the
willingness of both sides to attain concrete actions.

As for strategic divergences, important differences remain in the strategic priorities
of the EU and Japan despite the alignment of recent years. The EU is primarily
focused on regional issues such as Russia’s war against Ukraine, instability in the
Middle East, pressures from the Southern Neighbourhood, and North-Atlantic and
Arctic security. Japan, in turn, is more concerned with China’s assertiveness and
military build-up, territorial disputes in East Asia, a contingency involving Taiwan,
as well as North Korea’s nuclear and missile programs (Biiyiikarslan, 2025, p. 7).
Consequently, Brussels and Tokyo’s top security agendas are distinct to a large
extent — both geographically and in their subjective importance — overlapping
largely on complementary, non-military, and non-traditional issues that often
receive less political attention than core security interests. The role of the U.S. is
another key factor to consider, since most EU countries are NATO members, and
the Atlantic Alliance remains the backbone of European security despite Washing-
ton’s unpredictable foreign policy lately. A similar logic applies to Japan, with the
Security Alliance with the U.S. keeping the sole formal guarantee against external
threats. European countries and Japan are thus likely to continue prioritizing secu-
rity relations with Washington rather than shifting their preferences towards each
other (Niquet, 2024, pp. 9-10; Tomkin, 2025, pp. 18-19).

A similar logic applies to capabilities. Despite growing cooperation under the SDP,
military asset deployment and joint activities remain more episodic than routine.
And even though civilian cooperation has expanded considerably, much of it con-
tinues to rely on consultations, information exchanges, and capacity-building
rather than integrated operational activities. This could be challenging given the
difficulties and perhaps domestic reservations from both sides about pursuing
interoperability, information sharing, and concrete know-how exchanges. The
civilian component of the partnership has also grown at a faster pace than the
military side, and the uneven development of cooperation areas may lead to the
abandonment of some of its fields, undermining the value of the Agreement as a
whole. Likewise, it is important to note that even though Europe and Japan are
investing substantially in security and defence — with record defence budgets and
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ambitions for military strategic autonomy — the main reason for those efforts is not
the SDP nor EU-Japan cooperation, but rather the immediate threats the two actors
face in their respective regions. Maintaining continuous security and defence coop-
eration, especially with military assets, may therefore prove expensive and politi-
cally difficult to sustain in the long term.

Finally, the continuing development of the EU-Japan security and defence cooper-
ation is subject to political uncertainty. The SDP resulted from a Brussels-Tokyo
consensus, but internal politics on each side are subject to changes, potentially
impacting the relevance attributed to the Agreement and its implementation. The
EU is not a unitary actor, and, in addition to its own democratic institutions,
domestic politics in Member States can be a major factor of divergence, for example,
by affecting national foreign policy priorities regarding China and Russia. The need
for political consensus among the member states, as well as Brussels’ complex
institutional decision-making processes, can also hinder swift policymaking and
implementation. When it comes to Japan, a similar logic of internal politics applies,
with Tokyo having to balance its security needs with the country’s constitutional
pacifism, domestic politics, and societal reluctance to militarism and conflict. The
U.S. stands once again as a crucial variable, since Washington’s foreign policy and
defence commitments to traditional allies can strongly impact demand in Brussels
and Tokyo for closer security cooperation between Japan and the EU. The evolving
international security environment, at last, especially developments involving
China and Russia, may too reinforce or constrain the drive for a stronger bilateral
security relationship.

Conclusions

The 2024 EU-Japan Security and Defence Partnership represented a major transfor-
mation in the bilateral security relationship. After decades of engagement focused
mainly on economic interests, and a security cooperation agenda that was mostly
symbolic and produced limited outcomes, Brussels and Tokyo established a struc-
tured and increasingly operational security partnership that marked a new chapter
in their evolving relationship. Even though the SDP is not a formal security alliance
and cooperation is still at a nascent stage, it signifies a qualitative shift from an ad
hoc political dialogue into an institutionalized framework with concrete areas of
cooperation and tangible outcomes, as shown in the maritime, cyber, and hybrid
threats domains. This cooperation was driven by a combination of geopolitical,
security, and normative factors, with the convergence of European and Indo-Pacific
security emerging as a catalyst for closer cooperation between the two actors.
Progress in EU-Japan security and defence will depend, however, on the evolution
of internal and external contextual factors. Notwithstanding, the basis for a solid
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and meaningful partnership is well established through the mechanisms and the
practices pursued since 2024.

The SDP also signals the growing significance of the Indo-Pacific in the interna-
tional security landscape. The Partnership creates space for the EU to act as a
credible security actor in the region and to go beyond its traditional normative and
economic role. It also highlights Japan’s more proactive and outward-looking
posture amidst a challenging regional context that is deteriorating the rules-based,
multilateral world order that allowed Tokyo’s pacifist posture for decades.
Agreements with other countries similar to the SDP, like the ones the EU signed in
the meantime with India and South Korea, are also a possibility. The SDP could
become a model for future EU security partnerships with other countries from Asia
and other continents, particularly among nations facing challenges similar to the
ones affecting Europe and Japan. The SDP also shows that, as an alternative to great
power competition, middle powers can develop purposeful partnerships based on
common security interests. They can do so by pursuing non-traditional agendas and
areas of cooperation, which, coincidentally, are assuming today a higher relevance
in the international security landscape. The coming years will reveal whether the
EU-Japan SDP will indeed evolve into an active, operational partnership or if it will
remain confined in bilateral politics and dialogue without delivering its full potential.
Future research should assess the implementation of the Partnership across its coop-
eration tracks and evaluate the extent to which political commitments by Brussels
and Tokyo have actually translated into meaningful and operational cooperation.
Such studies could determine, through more sustained and substantive analysis,
whether the SDP truly represented a major upgrade in EU-Japan security engage-
ment or ultimately followed the same pattern of stagnation of previous attempts.
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